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Introduction

Backup is an essentia part of protecting your computer network and its data. Since data backup goes
well beyond merely copying your Al or VSS datafiles, Animal Intelligence Software, Inc. considers
backup a system process rather than an application process. This means that neither Al nor VSS contain
any facilities for data backup; rather, you are expected to backup their data as part of alarger strategy to
backup all of the data on your network.

This whitepaper describes one way of creating ardiable, verifiable backup system. There are many
strategies and their ease of use and cost can vary greatly. Discuss this and other strategies with your
network vendor to arrive with a strategy that will work for you and your business. By work we mean a
system that is affordable to you, and that you will rigorously maintain. We must stress at the outset that
the responsibility of creating and maintaining backups falls to you and your network vendor.

Why backup?

Compuiters, like all mechanical devices, will eventualy fail. A hard disk in a computer spins at between
3,600 and 7,200 revolutions per minute, and its read/write heads “fly” at less than four thousands of an
inch above its surface. Over time, the mechanism of the drive will become worn and the drive will fail.
When this happens, your datais gone. Professiona data-recovery companies typicaly charge $150 or
more just to estimate the cost of recovering data from afailed drive, and the actual recovery costs often
exceed $1,000 —if the data can be recovered at al. If not, you are faced with starting over from scratch —
a daunting, even more expensive task when you factor in the cost of data-entry by your staff or a paid
data-entry service.

When compared with these numbers and the prospect of your computer system being “off-line” for days
or even weeks, the relatively small cost of atape backup system and the regimen required to maintain it
seemsto be ano-brainer. Yet we get callstoo often from panicked clients who have come in to work
Monday morning to afailed server, and they have nothing to fall back upon.

Tape, Zip, or what?

To backup your network you need two things: a backup drive and backup media. Based on the size of
your network, your comfort with exposure and your willingnessto re-install all applications vs. have
everything re-installed as part of afull restore, the system that you actually employ can vary.

We always recommend a tape drive system over all other methods. Tape drives are relatively
inexpensive, the tapes are orders of magnitude less expensive per megabyte of storage than any other
medium, and they are convenient. Another reason to use tape over any other medium is that tape is the
only method that can currently back up an entire hard disk without using multiple pieces of media.
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We recommend a tape backup drive with sufficient capacity to back up your entire server hard disk with a
single tape. Most backup strategies involve unattended operation while your businessis closed. Itisvery
inconvenient to have to get up at 2am and drive down to the office to put in anew tape, and in the
morning after the office opens it’s too late to continue your backup.

The specific technology you choose is entirely up to you and your pocketbook. Our experience has
shown that with proper care, most specifically regular cleaning, all tape drive technologies are extremely
reliable.

Recommended Strategy

At AlS we use a 10-tape backup strategy, aso called the Father-Son strategy. With this method, four
tapes are used during the week and the rest are used each Friday. Here' s adiagram:

The strategy starts on a Friday with afull system Friday Tapel Full backup
; ; Monday Tape 2 Differential backup
backup. Th_efolloyw ng Monday, put in tape two and Tuesday Tope3 Differential backp
perform a differential backup. This means that only the Wednesday Tape4 Differential backup
data that has changed since Friday’ s backup is backed cig Thursday ;ape% Eiflflegentlid backup
. . . . rida e acl
up again. On Tuesday, the third tape is used and again " Monday Tee2  Diffeential backup
adifferential backup is performed, backing up Tuesday Tape3 Differential backup
everything that has changed since Friday. Continue %ﬁrﬁdﬁy $apgz51 B:;}[g g::: E:tﬁp
through the week. Thewesk-day tapesare called daily | rrigay Teer  Fulbackap T
backups. With this differential strategy, you only need Monday Tape 2 Differential backup
i Tuesday Tape 3 Differential backup
the last full backup and the last daily backup tape to Wednesday Teped Differential backup
completely restore your system. Thursday Tape5  Differential backup
Friday Tape8 Full backup
; : ; ; Monday Tape 2 Differential backup
This strategy resultsin asx-we_sek archive of your data. Tuesday Tape 3 Differential backup
After the Friday where tape 10 is used you start over Wednesday Tape4 Differential backup
with tape 1. Thursday Tape5 Differential backup
Friday Tape9 Full backup
. . . . Monday Tape 2 Differential backup
At AIS, we' ve modified this strategy dightly. Since Tuesday Tape3 Differential backup
we do not have a huge amount of data, backing up our Wednestigy Taped Differential backup
. s . Thursday Tape5 Differential backup
entire server — about 1.9 billion bytes right now — only Friday Tape10  Full backup
takes our tape drive about 45 minutes. At 11pm, who Monday Tape?2 Differential backup
; ; ; ; Tuesday Tape 3 Differential backup
cares? So instead of performing a differential bapkup Wednesday Teped Differential backup
on weeknights, we perform afull backup every night. Thursday Tape5 Differential backup
We still maintain the same rotation so we end up with Friday Tapel Full backup

backup of datathat is up to six weeks old, but restoring
our system (yes, we've had to do it once) only takes the most recent tape since every tape isafull backup.
We recommend this modification to our clients.

If your clinic is open more than five days per week you will need more tapes for the daily backups. If you
are open overnight instead of during the day, you will set up your system to backup in the middle of the
day instead of at night. Work with your network vendor to design a strategy that will work best for you.

Take your data offsite

A backup tape sitting beside the server it backed up helpsif your hard disk crashes, but isn't any good at
al if it'sjust another melted pile of goo next to the melted pile of goo that used to be your server that just
burned up with your office. Y our backup strategy needs to take into account not just a server crash, but
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also fire, theft, and damage by other means. Make it a habit to throw last night’s tape in your briefcase
every day, and to save your weekly backup tapes offsite so you'll be protected in case of the ultimate
tragedy.

Verification

Backup only works for you if you can restore your data after a crash. We have had more than one
instance where our client rigorously adhered to a backup strategy but didn’t realize their tape was not
reliable, or that their network consultant had forgotten to turn off the “ append” feature of their backup
software. Asaresult, when their hard disk crashed they discovered none of their tapes worked.

Moral: don’t assume that just because your tape software says it backed things up ok, it actually did.
Have your network vendor teach you how to restore data, and periodically restore afew files. Thisgives
you the assurance that your system is working and that you know how to restore your data in the event of
acrash. Make sure you are taught how to restore to a different folder than where the data was originally
stored, so you avoid restoring an old version of afile. You don't have to fully restore your system during
these tests —just afew files at random to ensure that the tape is readable.

Do this every few weeks, and you won't have to worry about whether or not your tapes are good — you'll
know they are because you tested them yourself.

Clean your drive

The most common cause of failed backupsis adirty tape drive. Drive cleaning cassettes are inexpensive
and work well. Using one every two weeks takes just a minute while changing tapes. If during your
verification process you discover your tape has not backed up correctly, or you see a message in the
morning telling you the process aborted, the most likely causeisadirty drive. Your network vendor can
help you choose a cleaning strategy.

Conclusion

Your business data is an extremely valuable asset, and you need to protect it. Backup strategies are
smple to implement, relatively convenient, and essential to your business peace of mind. Because they
are machines with moving parts that eventually wear out, every computer hard disk will fail eventualy;
you don’'t want to be caught unprepared when — not if — it happens. In the meantime, you don’'t want to
take the chance that your server won't be stolen or destroyed, so it pays to be prepared.

It is your responsibility to back up not only your Al or VSS data, but the other data you use on adaily
basisaswell. Your network vendor will assist you in creating a strategy that will work for you.
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